
AI Access Security
Securing access to GenAI applications
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ChatGPT4
Enter your message to start a chat. This could be a question, a statement, or any other text. 

You
Can you help me optimize the following code?

import boto3
aws_access_key_id=‘ACCESS_KEY_ID_HERE’
aws_access_key_id=‘SECRET_KEY_ID_HERE’
aws_session_token=‘SESSION_TOKEN_HERE’#Optional, only needed if you are
using temporary credentials

#Create a session using your credentials
session-botos3.Session(
    aws_access_key_id=aws_access_key_id,
    aws_secres_access_key=aws_secret_access_key,
   aws_session_token=aws_session_token#Remove if not using temporary credentials)

E
Employees may unknowingly share 
confidential data when using GenAI apps. 

Uploaded data can be used to train AI 
models, potentially compromising proprietary 
information or leading to unintended data leak.

GenAI Apps Need Rigorous 
Scrutiny for Data Uploads
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Interconnected SaaS ecosystems with 
AI-powered third-party integrations create 
security vulnerabilities, compli- cating 
detection and control.

This leads to increased risk of security 
breaches and non-compliance with 
regulatory requirements.

Weekly Team Meeting

Ralph Duncan
Good Morning. Welcome to this week’s team morning. First off, I’d like to 
congratulate everyone. All of our efforts and hard work has paid off. We reached our 
goal and sold $10 million the last quarter of 2024. Congratulations!

Ralph Duncan
We also closed a big deal in Canada last week. Everything’s looking good. 
Hyun-Jae, how’s our client in Japan?

Su Hyun-Jae
We’re experiencing little hiccups Ralph. The last time I talked to the Marketing 
Team they are coming up with solutions on how to solve this problem. They are 
looking into rebrand our Japan client. But I have to follow them up on that.
Mitchel should get the details about an upcoming launch this Thursday.
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Undetected GenAI Plugins 
May Lead to Unauthorized 
Data Access
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What’s Needed to Secure GenAI App Adoption

Rapidly evolving, powerful 
apps are readily accessible 

through marketplaces.

Visibility and control of
3rd-party AI plugins.

Detect plugins with excessive 
permissions.
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AI apps ingest 
unstructured inputs and 

generate diverse outputs.

Granular data controls with 
context-aware ML based detectors.

Ability to protect against threats 
in GenAI responses.

Comprehensive GenAI 
app catalog that keeps 
pace with the boom.

Democratization of AI app 
creation has led to sprawl 

of insecure apps.
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AI apps store, learn, and 
reiterate data.

Visibility into AI apps 
that train on data.
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